CHAPTER 5
IMPLEMENTATION AND TESTING

5.1 Implementation

This project used java programming and Netbeans for the GUI. The
program divides to 4 views. The first view is Home. This is a blank view when the
program start running. The second view is Embedding. This is a view to embed
message to an image. The third view is Extraction. This is a view to extract
message from an image. The last view is About. This view shows the title of this

project and another information of author.
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lustration 5.1: Example Embedding

This is the view of Embedding section. User can choose image that will be

the cover image with click on the Pilih Gambar button. Then fill the Pesan field to
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input the message. After that input the key in Kunci field. The illustration above is
the example that already input by user. Click on Submit button to embed the

message into the image.

Below is the code will process:

private vold BtnEmbeddingSubmitActionPerformed fava.awt.event.ActionEvent evt) {
if (message.getText () .equals("") kevEmbadding . getsFexs () .equals (")

JOoptionPane.shovMessageDialog (thds, "181 Vano eac N ,J0ptionPane. ERRCR MESSAGE)

else

String kumei = goeTexE ()

String ci’ =gs dding.getText () arig L
String pesan gewgctText () hmmaaapeiSiing s adi ! “Rhef
int [] kit pesan = bit (pesan);

int [J}i'bXt spreadi= Spread (bit_pesan): g/ spre

int hasilkunci = modBEnci (kanciy:

ing"'[ 1/Pseudo = LCGE(hasilkunci):

inc J bitidcg = lcg (Fseudo) ;

int [] hasil sprea cdPesanLCG (bitydcg,bit spread);

embed (h

8il spread,

valEmbedding. setVisible (false) &

[Nlustration 5.2: Embedding Code

The code above starts with checking the fields. If there a blank field in the
program, a pop ups window will appear and will tell you to fill the blank field. If
there is no blank field, then the-embedding process will be start. First the program
will read the key, the path of image, and the message. *888# will be added to the
end of message as a marker. Then the program will convert message to binary.
Then the converted message will be spread with 4 scales. After that, the program
will XOR the characters of key. The result of XOR will be seed value for LCG
Formula. Line 650 will be process seed value to LCG Formula to generate 4
random numbers. Then the program will convert this 4 random numbers to binary.
After that, the program will XOR it with the result of spread message. Then the
program will embed it to the cover image. The output of this process is image that

has message inside it or can be called as stego image.
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[Nlustration 5.3: Example Extraction

This is.the view of Extraction section. User can choose image that has
message inside it with click on the Pilih Gambar button. Then input the key on
Kunci field. The illustration above is the example-that already input by user. Click

on Submit button to extract the message from the image.
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Here is the code of extraction:

private void BtnExtractionSubmitActionPerformed(java.awt.event.ActionEvent evt) {
if(keyExtraction.getFext() .equals(""))

{
valExtraction.setVisible(true);
b
else
{
valExtraction.setVisible(false):
string s1 = selectedpathExtraetion.getText();
string pesan = Extract(si);
string kunci = keyExtraction.getFextl)s;
int hasilkunci. = medkunci(kunci);
int [] Pseudo = LCG(hasilkunci);
int [ bat'lcg = biner leg(Pseudo);
int []7hasilX0R = XOR(pesan,bit leg);
Decrypt(hasilXoR);
b

llustration 5.4: Extraction Code

The code above starts with read the key and the path of image. Then
program will extract all of LSB value from image to String pesan. After that, the
program will XOR the characters of key. The result of XOR will be seed value for
LCG Formula. LCG Formula will generate 4 random numbers. Then the program
will convert this 4 random numbers-to binary. After that, the program will XOR it
with String pesan. The result will be despread with 4 scales. Convert the result to
characters. When the program found *888#.in the converted characters, the

program will stop and shows the result of this process in a pop ups window.
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Tllustration 5.5: About View

When user clicks on About Button, this pop ups window will appear. The
view shows. the title of this program and authors name. The title is Aplikasi

Steganografi Spread Spectrumv.. And the authors name is Andy Wijaya.

5.2  Testing

This sub chapter will explain about the result of this research. There are 2
test that will be examine to the program. The first test is examine the program
with different messages length and check the quality of output with parameter
Peak Signal to Noise Ratio (PSNR). Then the second test is examine the program
with different keys to decrypt the message.
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1. Message Length

The program will be examine using several messages with 1 key: unika.
This key will be assembled in 4 messages with different character length. Those
are 11 characters, 191 characters, 684 characters and 960 characters and it will use
100 sample images with 320x277 pixel. This sample images will be embed by
those different character length. Then the quality of the result images will be
examine using Peak Signal to Noise Ratio (PSNR). The PSNR value measured in

decibels (dB).
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[llustration 5.6: PSNR result of testing different character length (higher is better)

The chart above shown the quality of 4 different messages length that
examine above. It shown that the different of character length have impact on
PSNR value. The message which have 11 characters have average of PSNR value
around 68 dB to 78 dB. And the message which have 960 characters only have
average of PSNR value around 50 dB to 60 dB. The longer character embed on

the image will have lower PSNR value.
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2. Different key

The program will be examine using several keys. Those are andy, akinu,

and aaaa. First embed 10 sample images with message uniqlo and the key that

used is unika. Then the result of test will be entered into the table with 2 columns.

The first column shows the name of sample images. The second column shows

the result of the examine.

1. Test 1 is examine the stego images with andy as the key:

Table 5.1: Test 1

Filename

Result

1 _stegano.png

yaated *?0&£> iax—Cx"
0A
Ixi 509280Q@Uuw?60#Q#2AEOmMT

2 stegano.png

ydateed *2©9999999999999y9999999999999999999999999

3 stegano.png

yaataea 22O0#«pH«pit«pt«pH«ptt«p#TOATOATOATOATOA

TOATO
4 stegano.png yaauea2OLLEKpH#TFo °\}'I9A2 @Ox@ELELEIMVAELE
ALEACqAH#OCOHV
5 stegano.png | yadfwed 220»laie-lso@i[0TkzExwL:U#ZN @B»©JO®#a"
0j0;

6_stegano.png

yaatea 220@?2U9*60@=1

7_stegano.png

yaataed 2O#HHESOE«®a# a#
300E#P#p#11QweES @dORb4

8 stegano.png

yaated *OXALAELEAEEAEEEEELELAELELAELELE
AEEAEEXAXEAEEEAEEELEELLE

9 stegano.png

yaanaes 220#Uc

10_stegano.png

et <U O @a6uaOm*0y,
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The table 5.1 shown the result of decrypted stego images using andy as key. It

shown the result of 10 examined images. All the result shown the false message.

2. Test 2 is examine stego images with akinu as the key:

Table 5.2: Test 2

Filename Result
1 stegano:png uniqlo
2 stegano.png uniqglo
3 stegano.png uniqlo
4 stegano.png uniglo
5_stegano.png uniqlo
6_stegano.png uniqlo
7 _stegano.png uniqlo
8 stegano.png uniqlo
9 stegano.png uniqlo
10 _stegano.png uniqlo

The table above shown the result of decrypted stego images using akinu as key.
The key that used to decrypt in this test has same characters with the right key. So
in this test, the key that used is unika with different characters position. All the

result shown the true message.

3. Test 3 is examine stego images with aaaa as the key:

Table 5.3: Test 3
Filename Result

1 _stegano.png uniqlo

2 stegano.png uniqlo
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3 _stegano.png uniqlo
4 stegano.png uniqlo
5 _stegano.png uniqlo
6_stegano.png uniqlo
7 stegano.png uniqlo
8 stegano.png uniqlo
9 stegano.png uniqlo
10_stegano.png uniqlo

The table 5.3 shown the result of decrypted stego images using aaaa as key. The

key that used is very different with the right key. But all the result shown the true

message.
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